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AKTYAIIbHOCTb

- JIJIs1 BBIITOJTHEHMS JITA0OOPATOPHBIX Pa0OT CTYyACHTAM HEOOXOIUM JOCTYII K CTCHAAM C
maTamu 1TJINC.

- OrpaHM4eHHOE KOJIMYECTBO 000OPYA0BAHMS 1 OOJIBIIOE YHCIO CTYACHTOB CO3/1aET
npo0IeMy CIpaBeAINBOIO AOCTyNA K CTCHIAM



Te Ky ma ﬂ MIEM Network

Remote Access—1—» PC 1 —USB—» FPGA Testbed 1
Student 1 ——AnyDesk Client

APXUTEKTYypa \ /

C M CTe M bl AnyDesk Server ——Remote Access——| PC 2 —USB—»| FPGA Testbed 2

Student2  —AnyDesk Client—|

nocTyna / N

_ —> PC 3 ——USB—» FPGA Testbed 3
Student 3 —AnyDesk Client

HexocTaTku:

- 3aBHCHUMOCTH OT BHEIIHUX cepBUCOB (cepBepa AnyDesk)

-  OrpaHM4eHHOCTH OCCINUIATHOU BEPCHUHU

-  KOH(MIHUKTBI MEXIYy CTYACHTAMH 3a JOCTYII K OJJTHOMY X TOMY K€ CTCHIY

- OTCyTCTBHE CUCTEMbI YIPABJICHMS MOJIb30BATEISIMA U CECCUSIMMU

- OTCcyTCTBHE 3alIMTHI OT BaHAAIN3Ma (HaIIpuMEp, 3aIlIMCh SKpaHa CTCH/IA)
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MIEM Network

[lpepnaraemasa [ ... L.
MeshCentral Agent— PC1 —USB—m FPGA Testbed 1

apXUTEKTypa /

C M c I e M bl Student 2 | HTTPS—t—» Firewall & Reverse Proxy R MeshCentral Server ——MeshCentral Agent—» PC?2 | S B— FPGA Testhed 2

AOCTYNA \

MeshCentral Agent—» PC 3 —USB—® FPGA Testbed 3

Student 3 —HTTPS—

JIns opranu3anuy JOCTyIIa IIpejaracTes ucrmoab3oBaTh cBoooaaoe 110 MeshCentral

Ilpenmyiecrnas:

- be3omacHOCTh — HET 3aBUCUMOCTH OT BHEIITHHMX CEPBHCOB, CEPBUC PA3BEPHYT
BHyTpH J1abopartopunu CAIIP

- Hanuuwme 3anucu 3kpaHa CTEHA, YTO ITOMOXKET BBISBJISITH BaHIATI0B

- YnopaBiieHHE MO0JIb30BaTEIISIMU M CECCUSIMHM, BO3MOKHOCTh BbIJJaUl I'OCTEBBIX
CCBIJIOK



[lpeanaraeman
APXUTEKTYypa
CUCTeMbl
A0CTyna

Henocrarku:

= OTCYTCTBI/IC ABTOMATHYCCKOI'O TYHHCIIMPOBAHNWA OT KIIMCHTA K CTCHAY

Student 1

—HTTPS—

Student 2

L HTTPS

MIEM Network

MeshCentral Agent—

e

Student 3

—HTTPS—

Firewall & Reverse Prox

e |

MeshCentral Server ——MeshCentral Agent—»

N

MeshCentral Agent—»

PC 1 —USB—® FPGA Testbed 1
PC 2 ——USB—m FPGA Testbed 2
PC 3 ——USB—Mm FPGA Testbed 3

- HeoO0XoauMoCTh OAJICPKKHA CEPBEPHOM HHPPACTPYKTYPhl BHYTPH JIA0OPATOPUH




[leMmoOHCTpauma NpoToTUNa npeasaraemom cCMcTtembl
AOCTYNa

Desktop

Desktop - meshclient1-Standard-PC-Q35-ICH9-2009

LI My Devices Disconnect | Connected Actions | | Settings... U U M
~ | Select All | Group Action | | Filter All v 0S Name
vgroup1

MeshCentral

3 meshclient1-Standard-PC-Q35...
~."-l Agent, Powered

(¥ Home

Bce nocrynHbie 11 CTyACHTa
CTEHbI BUIHBI Y€pPE3 €AUHBIN
nopTa.

Alt + Ctrl + Del v || Send || Clipboard || Type Input 8 ms 00:02:24 Tools CEEmQAL



[leMmoOHCTpauma NpoToTUNa npeasaraemom cCMcTtembl
AOCTYNa

General Desktop Terminal Files Events

11O mo3BogeT CBOOOIHO Files - meshclient1-Standard-PC-Q35-ICH9-2009
3arpy’KaTh U CKAUYWBaTh (Paijibl Disconnect

Up | Select All| Rename | | Delete | | Edit | | New Fnlder||UpI-::ad| Download | | Cut | | Copy Paste | | Zip | Unz
C yAaJIeHHOTO cTeHaa. CTyIeHT Refesh | Find | GoTo | Oper

Root ' Human Readable v || Sort by n

MOXKET pa3padareiBaTh Verilog
nporpaMmy y ce0s1 Ha
KOMIIBIOTEPE U JIUIIb 3arpPy>KaTh
(pali)1 IPOILIMBKY HA yJIaJCHHBIM
CTCHI.
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[leMmoOHCTpauma NpoToTUNa npeasaraemom cCMcTtembl

AOCTYNA

My Users

»

 Select All| Group Action | New Account... | | Filter Broadcast | & & o1

#

Device ..
Name | ast Access Permissions
Groups )

Online Users

R
2 admin, admin@example.com 1 1 session Administrator 2

L |
Offline Users

O user1, user1@example.com 1 11/2/2024 Partial* 2
O user2, user2@example.com 1 10/14/2024 Partial* &
O user3, user3@example.com 0 User "

My Events

Filter | All Logs v |Show Last60 v &

o
8:40:47 PM - user1 — meshclient1-Standard-PC-Q35-1CH9-2009 — Ended desktop session "6187cjlsbv4" from NG
to 170 second(s)

8:37:57 ii - ﬁii — meshclient1-Standard-PC-Q35-1CH9-2009 — Started remote desktop without notification

8:37:57 PM - user1 — meshclient1-5tandard-PC-Q35-ICH9-2009 — Started desktop session "6187cjlsbv4” from

8

]iil iS PM - admin — meshclient1-Standard-PC-Q35-ICH9-2009 — Ended desktop session "tfu3zlldy4" from _
t

059 second(s)
8:10:40 PM - user1 — Added user user1 to device group group1
8:10:40 PM - admin — Device group membership changed: user1

7:56:19 PM - admin — meshclient1-Standard-PC-Q35-ICH9-2009 — Started remote desktop without notification
(172.18.160.141)

7:56:19 PM - admin — meshclient1-Standard-PC-Q35-ICH9-2009 — Started desktop session “tfu3zlldy4” from

7:55:42 PM - admin — Account changed: user1
7:55:15 PM - admin — Account changed: user1
7:54:38 PM - user1 — Ended relay session "meshmessenger/user/ /user1/user/ /admin" from S

W 10 second(s)
7:54:28 PM - user1 — Started relay session "meshmessenger/user//user1/user//admin” fron o

[1O mo3BOIAET yIPABIIATH IIOJIb30BATEIISIMU Y€pe3 BEO-UHTEP(EIC, a TAKKE

NETAIBHBIC XPAHUT JIOTH JOCTYIA K 000PYI0BAHUIO



Mpobnema TYHHeNUPOBAHUA BHYTPb 1abopaTopum

IIpooaema: AnyDesk asromatnuecku nmpoduai firewall MMIOMa niis coennnenns
cTyzneHTa co creHaoM. Tak kak cepBep MeshCentral maxoaurcst BHyTpH 1aboparopun,

TO JIOCTYIIa K HEMY U3 BHE 110 YMOJIYAaHUIO HET.

Bo3MoOKHbBIE pelIeHus

2 () 6 NGUNX

Cloudflare 3anpocuTh CoOCTBEHHBI Oomuii Reverse Proxy
Tunnel VPN nns Bcex TyHHEIb 10 VPS MW DOMa, eciau oH
CTYJICHTOB C MyOJIMYHbIM |P CYILIECTBYET
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Chnacu6o 3a BuuMmanue!
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